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http://www.cyberpolice.ir/page/42981
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O » Ltarget &G« dg05 @ oludl : Attack =

3,1y gltarget « dg0 wad b cuolio U &S oS @ Attacker =

35S 3585 miamns b Colw ay Ll 51 03wl b ylgine 45 pmw b Culus S b rs aladi : Vulnerability U g i cow! ®
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(Mai) 9 0399' ).: @,) Ol Wo! b &m,

53 )90 target 4y 3985y ;3 39290 &lge 51 135 93 9 4355 Houe : Bypass =
target SG command line L 4l yd ba @ ow pwd .+ Cowl i by 0w b Colw 51 Jol5 ow yuwd 8,5 1 i Shell =

& o target 5,50 ;5 g OleYbl L Cdl wus b target lgue B o Cowyd CuS 5 b a5 OlalS g pw S : Dork =

: Payload =
saw dgdi target ,> yuii dbw!: Deface =

0P jopw (695 00w Cawld slesulu dod yd Ol gt Syl : Mass deface =
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Footprinting ¢ isw

 Network Footprinting

* Website Footprinting

* E-mail Footprinting

* Google Hacking

e Social Engineering

* Internet Footprinting
 Competitive Intelligence
e Social Networking Sites
* Whois Footprinting

* DNS Footprinting
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root@kali: ~

File Edit View Search Terminal Help
~# nmap -A www.dynatekbikes.com

Starting Nmap 7.31 ( https://nmap.org ) at 2017-10-23 11:19 IRST

Nmap scan report for www.dynatekbikes.com (94.143.158.45)

Host is up (©.11ls latency).

rDNS record for 94.143.158.45: ctl58045.vps.mvmnet.com

Not shown: 978 fTiltered ports

PORT STATE SERVICE VERSION

20/tcp closed ftp-data

21/tcp open Ttp ProFTPD 1.3.5b
sslL-cer ubject: commonName=c NVpS.mvmnet.com

| Subject Alternative Name: DNS:ctl58045.vps.mvmnet.com

| Not valid before: 2017-09-14T11:11:00

| Not valid after: 2017-12-13T11:11:00

| ssl-date: 2017-10-23T07:53:00+00:00; Os from scanner time.

kZItcp open ssh OpenSSH 5.3 (protocol 2.0)

|

|

ssh-hostkey:
1024 b8:0e:b9:98:32:39:c3:cT:T5:01:75:ed:af:3e:47:11f (DSA)
2048 a0:86:Td:07T:e0:08:cb:36:18:09:d5:6d:b8:71:a2:b8 (RSA)
/tcp open smtp PostTix smtngFEt&
[ smtp-commands: CLIbDODAS.VPS.mvmnet.com, NING, SIZE 10240080, ETRN, START
TLS, AUTH LOGIN PLAIN CRAM-MD5 DIGEST-MD5, ENHANCEDSTATUSCODES, 8S8BITMIME, DSN,
| ssl-cert: Subject: commonName=Parallels Panel/organizationName=Parallels/state
OrProvinceName=Virginia/countryName=US
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* http://whois.sc
* https://www.whois.net/
* http://network-tools.com/
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DNS Footprinting
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* DnsRecon
 DNS Watch
My DSN Tools
* Professional Toolset
* DNS Query Ultility
* DNS Data View
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WE OWE WE WE WG

Tlags: qr

1g dynate

L]

"
1Kes . com

->>HEADER<<- opcode:
rd ra; QUERY:

; OPT PS5EUDOSECTION:

Q

UERY, status:

NOERROR,

id:

1, ANSWER: 7, AUTHORITY:

<<>> DiG 9.10.3-P4-Debian =<>> dynatekbikes.com ANY
; global options: +cmd
; Got answer:

54345
©, ADDITIONAL: 1

; EDNS: version: @, flags:; MBZ: 0005 , udp: 512

;3 QUESTION SECTION:

;dynatekbikes.com. IN ANY

i+ ANSWER SECTION:

dynatekbikes.com. 5 IN SOA nsl.mvmnet.com. tec.mvmnet.com.
2017011117 43200 3600 1209600 10800

dynatekbikes.com. 5 IN NS nsl.mvmnet.com.
dynatekbikes.com. 5 IN NS ns3.mvmnet.it.
dynatekbikes.com. 5 IN NS nsd.mvmnet-dns.eu.
dynatekbikes.com. 5 IN NS nsZ2.mvmnet.com.
dynatekbikes.com. 5 IN A 04.143.158.45
dynatekbikes.com. 5 IN MX 10 mx-avas.mvmnet.com.

i+ Query time: 295 msec
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Google Hacking

et S 545 Footprinting sloul o be Caod o yiage 51 (SO

o5 KoSa US55 g o BOTK 45 G . siy380n KeSa J555 1, US55 51 Al (5] o5
S GO )3 égj.ﬁ )Luu.ﬁ.? 65\.;)‘0

.

: Google Hacking s>l sl » (souds” Slals

* Site * Related
* inurl e link

* intext e cache

* intitle e info

* filetype
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 Maltego

* Recon-ng

* FOCA

* Dmitry
 Wafwoof

* Prefix Whois
 Netmask
 Net Scan Tools Pro
* Binging

* Tctrace

e Search Bug
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™} FOCA Free 3.0

35 Project 'Tools < »Options (3 Tasklist g_-} About [ Donate

ey Metwarl -
----- ~— Domains
=-¢# Roles

(8] Rp
Hitp | Web Searcher

..... ﬁ Hitps
----- 9 InstantMessaging | DNS Search
""" G IPS | Transfer Zone

&1 LDAP | Dictionary Search
----- 4t LoadBalancer i
{i oo | IP Bina

----- ,{ﬁ Progy | PTR Scanning

..... RemoteDesktop | Shodan & Robt
S5H = =

Search IP in Bing

| Bing allows search links located in a particular IF address.
| This funcionalitty can be used to find domains that
| share IP Address.

Select the web search engine to use:
BingWeb -

Bing Web limitations
Mz 1000 results for each search

Telnet -Max 49 words in a search sting
VPN

m

----- Muttiple choices
() 5Ol

1

o (4 ZoneTransfer i Current search: None s Skip ‘ " Start
- Metadata

[ 4 Cont I |@ Deactivate AutoScroll | |‘§? Clear I IE Save logto File




) confrans - FOCA Free 3.0

gE Project

'Tools 5 Options (5 TaskList

gj About

=l —— Domains

-

Donate

atekbikes.com
_E_FJ ftp .dynatekbikes.com —
_E_FJ mail dynatekhbilkes com
_E_FJ test dynatekhikes com
_E_FJ webmail dynatelkbikes.com
BE| www dynatekbikes com 3
[+ —— Related Domains Attribute Walue
E'{"i Roles IP - Source
LS Artive Directone
&% Dns | 54.143.158.38 [design.mvmnet.com] IP range
. .j 54 143153 34 [nsZ mvmnet .com] Folez in IP
: j 137 74127 233 [mvmnet-dns.eu] = Hitps
: .j 51566173 [nsd mvmnet-dns eu] Rol Hittp
. .j 54 143154 34 [ns1 mvmnet.com]
. j 94.143.154.25 [mvmnet it] Domains in IP - Source
.j 213.187.11.559 [ns3 . mvmnet it] design.mvmnet .com TechnologyRecognition
""" Finger ct 158038 vps mvmnet.com TechnologyRecognition = DMNS resolution [54.143.158.38] = DM
----- ﬁ Firewsall
2] Fp
E—]% Http
- [F 94.143.158 45 [dynatekbikes.com]
------ .j 54 143,158 .38 [design mvmnet .com]
L[5 94.143.154.2 [www mvmnet.com]
----- (5 94.143.153.194 [ecom.mvmnet.com] - 1 m r
Time Source Severty Message o
1:31:42 ... DMSCommonMa... medium [5.1596.6.173] Found subdomain ftp .dynatekbikkes.com
1:38:16 ... DMSCommonMa... medium [5.156.6.173] Found subdomain mail dynatekbilkkes .com
1:58:46 .. DMSCommonMa... medium [5.156.6.173] Found subdomain test dynatekbilces com s
20747 .. DMSCommonMa... medium [5.156.6.173] Found subdomain webmail dynatekbilces com L
_-.--_! Conf ] [@ Deactivate AutoScroll ] ["?ﬂl Clear ] [E Save ||:|g to File ]

Searching subdomains of dynatekbikes.com using common DMNS names
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Scanning

Lgh’b 6)-’“’*’ %"‘ &3259 )l; Lgl.@ S99 cub).ua LS:L»LW: LQ‘)? aliSes LgLfbA.;.;‘T).é )" 6‘ AC goro Ay
3,18 0, Lal GBul culw )0 8> g0 aA AT

:scanning >

* |p Scanning
Port Scanning
Vulnerability Scanning
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Scanning &l
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lp Scanning

2235500 1P SCANNING Joe 5 10 IP S, (095 b (3097 Jlab meinsss &

g dfg0e 50,5 S Ll ols jasis [ IP SO o Jled olg o (Sole 4 PING Jes sl L
B ol ey (sl anie cnl )0 D9z g0 ol Sl og ales ey gl Gis,y cnl L e 1P
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£2 IP Range - Angry IP Scanner

(=)

File Goto Commands Fayorites TJTools Help

IP Range: 66249931 to 66.249.93.255 IP Range BN
Hostname: in-fl0d.google.com | @ IP | Netmask « = Start | B8

P Ping TTL Hostname Ports [4+] -
@66.24093.73 3B ms 246 ug-in-f73.google.com [nfa]
[166.249.93.74 50 ms 246 ug-in-f7d.googlecom  [n/a)

@ 66.24993.75 43 ms 246 ug-in-f75.google.com [n/a)

@ 66.24993.76 43 ms 245 ug-in-f76.google.com  [n/a]

©66.24003.77 36 ms 245 ug-in-f77.googlecom 443

966.249.93.78 52 ms 246 ug-in-f78.google.com 80,443 <
@ 66.24993.79 aAms 246 ug-in-f19.google.com 80,443 =
@ 66.2409380 (n/a) [n/2] (n/<] (n/<)

© 66.2499381 44 ms 245 ug-in-f8l.google.com 80,443

© 66.2499382 46 ms 245 ug-in-f82.google.com 80,443

© 662499333 50 ms 246 ug-in-f83.gocgle.com 80,443

© 662499384 41 ms 246 ug-in-f3d.google.com 80,443

© 66.24993385 a3 ms 245 ug-in-f85.google.com 80,443

66.24993 386 [n/a] [n/5] [n/s] (n/s) >l

Ready ' Display: Al Threads: 0 ™ |




Port Scanning

235850 POt SCANNING s 15 S & 5 5b slo S pr alalids 5 RS Jus &

dod Sl 10,5 S Ll ols Laseis | port <G yoe b olg oo (Sole 4 telnet Joe sll L
g2 dale> oy ol Ghey (nl b dgzge &)ye FOOTO

| X J:> o|) NnMap )| oolaiul

IFAT widwl- sl 3e oK1 GLT cnadd 35 0 g Kuiu o5




root@kali: ~

File Edit View Search Terminal Help
:~# nmap -sT dynatekbikes.com

Starting Nmap 7.31 ( https://nmap.org ) at 2017-10-23 14:08 IRST
Nmap scan report for dynatekbikes.com (94.143.158.45)

Host is up (0.31ls latency).

rDNS record for 94.143.158.45: ctl58045.vps.mvmnet.com

Not shown: 988 filtered ports

ftp
ssh
smtp
domain
http

pop3

imap
https
smtps
pop3s
mysql
https-alt

Nmap done: } lP address (1 host up) scanned in 211.41 seconds



Vulnerability Scanning

: Vulnerability 4

: Vulnerability scanner
3,5 s sl (gld 0y 39y Jai 1] Al sla SeunlS g oo ] SeS a0 aS Conl (515

vulnerability scanning Jos b 503 ol @iS (gl oo ooy b oszge slalnl sleslaal 4
SiagS (o0

IFAT widwl- sl 3e oK1 GLT cnadd 35 0 g Kuiu o5




» Vulnerability scanner

gl o0 oLl b ] 5l Jidu 4 a8 ] j0 AT Caid 09290 dio ol 40 (g0l i ;08 sl 4l

e Accountix

 Nikto

* Netsparker
* Nessus

e X-scan

* Openvas

* Owasp zap
cos 9
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ﬂﬁ..cuneﬁx“"eh Vulnerabil 10.5 Edition R —

File Actions Tools Configuration Help

[JNewSean |[& @ 0 B I B € & & L_ﬂ|#<> | ¥ ,J,|2"]'|I.:£||Lﬂ]
o | Report ' r : 1w : w | Profile: |Defau - alse
Tools Explorer J;l| | |l 8| (& report Start URL: |http:// a0/ Profile: |Default @) @dr
@Ebmru::rabmw Seanner Scan Results Statuz Eii Alerts summary 16 alerts
B T;Is canner B~ ¢ Scan Thread 1 ( http:/jwaww .. Scanning
----- (3 Site Crawler = [l Web Alerts (16) evacunetix threat level | Acunetix Threat Level 3
..... - Target Finder @ Biind SQL Injection (4) Level 3: Hiah One or more high-severity type
_____ i Subdamain Scanner 0 Cross site scripting (verified) (5) : Hig vulnerabilities haw_& _been discovered I:ly_
. ) - _ the scanner. A malicious user can exploit
..... [_!_I Blind SQL Injector @ HTML form without CSRF protection ... these vulnerabilities and compromise the
% F Editor @ User credentials are sentin dear te... backend database and/or deface your
eﬁ‘- Sniffer - @ Clickjacking: X-Frame-Options heade. .. E website.
% Aumezzz;'?jrnn Tester - @@ Cookie without HttpOnly flag set (1)
= a Password type input with auto-comp. .. Total alerts found 16
----- @ Compare Reit : @ Hion y
E-=7 Web Services + aaw Network Alerts © Medium I
----- @ Web Services Scanner EH 1..?} Part Scanner (12) D Low [
----- & Web Services Editor - 34 Open Port 22fssh L )
=+ Configuration 1._:'1 Open Port 25/smtp @ informational H
----- |4 Application Settings 4% Open Port 21/fip
..... % Scan Settings 44 Open Port 53/domain |4 Target information hittp:/ e =0/ @
----- Scanning Profiles
£ General ﬁ Open Port Suﬂ}m k2 statistics 12360 requests @
- 509 Open Port 110/pop3
Program Updates £ Open Port 143fimap . Progress - | |933%] &
-[1.0] Version Information
3P Licensing - 5 Open Port 443/https
@ Support Center 1.?} Open Port 465/smtps
-] Purchase - 34 Open Port 995/pop3s
-] User Manual - 5 Open Port 3308/mysq|
""" ® AcuSensor - {4 Open Port 8443/https-alt
- bl Knowledge Base
= {3 Site Structure -
| Activity Window i
10,23 13:04.54, [high] Blind SQL Injection *fproduct_category.php” on parameter "status” -
10,23 13:05.48, [high] Blind SQL Injection “/fnews.ajax.php” on parameter “id”
10,23 13:06.05, [high] Cross site scripting (verified) "/news.ajax.php” on parameter id"
10,23 13:08.07, Open port 3306 - myzagl D
10,23 13:14.49, Open port 8443 - htips-alt
s
| Application Log | Error Log

Wb Scanner |Scanning 1 webzite[z] ... Mumber of websites left to zcan ;1
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Tutorialspoint.com

Incapsula.com

Owasp.org
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